Cryptographic Algorithms Alex FeinmanComputer Science DepartmentBrandeis UniversityWaltham, MA 02454IntroductionCryptography has advanced significantly in the past twenty years; theadvent of personal computers and pervasiveness of networks of electronicinformation have made cryptography both feasible and desirable. Perhaps themost notable advance in recent times was the Rivest-Shamir-Adlemanpublic-key algorithm, introduced in 1977 specifically to aid in security on theinternet.This paper will examine the complexity in both time and space of some ofthe major algorithms of modern cryptography and cryptanalysis. It will alsoexamine algorithms for solving the one-way problems underlying theseforms of cryptography, and a few possible attacks on the most commonly-usedforms of cryptography today.EncryptionCryptography in the modern age is under attack from powerful computers;no longer are simple character-substitution algorithms sufficient to maintainsecurity. Luckily, these same computers allow the creation and use of muchmore complex encryption algorithms. The trick is finding some operationthat can be performed on data that is easy to do but hard to undo, unless youknow some secret. Such a problem is often referred to as a trapdoor one-wayproblem.A one-way problem is a problem that is easy to do but whose inverse ishard, in some sense. For example, it is easy to change a list of numbers fromsorted to unsorted; a simple swap will do it in O(1). But it is more difficult tosort them again, which is

O nlg n( ) ( )

. A more stark example of a one-wayproblem is one in which the forward direction is in P, but whose inverse is in

NP. An example of this can be easily constructed out of almost any of theclassic NP problems. Let us use k-clique as an example. To construct a one-way problem, user A generates a fully-connected graph of some large size n.This takes at most time

O n2( )

Obviously, such a graph contains a k-clique.User A then adds a number of nodes and edges to the graph in such a way asto ensure no new n-cliques are formed (a simple heuristic limiting thenumber of connections from new nodes to the original n nodes would besufficient), bringing the total size of the graph to N.User A then gives this new graph to user B, and asks her to find whetherthe graph contains a k-clique. Finding out whether it does will take user B atleast time

O an( )

, which is clearly much harder than the construction of thegraph. In a trapdoor problem, the inverse problem is hard unless somecertificate is available. This certificate should then collapse the hard problemto something easily computable. In the above example, a certificate consistingof the nodes in the clique would suffice to reduce the problem to

O n2( )

again.Cryptographic algorithms use this trapdoor property to encodeinformation so that only the desired recipients can decode it. Continuing theabove example, it would be possible to construct a (highly inefficient) systemwhich would encode the user’s binary message into a list of graphs, with 0 or1 being encoded as whether or not a graph contained a k-clique. Provided thesender and receiver had agreed on a node in the graphs that would be in thecliques ahead of time, the recipient could decode the message in polynomialtime.The RSA AlgorithmThe RSA algorithm uses just such an approach. The basic assumption inRSA is that the prime factorization of large numbers is a one-way problem --very hard to solve in one direction, but very easy to solve in the other. Thebrute force approach to factorization of a number, by successively dividing byknown primes, is

O π n ( ) ( )

which is approximately

O 2 n ln n( ) � �

for large n

Even the best algorithms in use today for factoring large numbers, like theNumber Field Sieve, are not terribly fast:

TNFS = O ec lgn( )1/3 lglgn( )2/3 ( )

, where

c ≤ 649( )1/3

, depending on the inputConversely, the inverse operation of creating a composite number fromprime factors is simply multiplication, and takes time proportional to thesquare of the number of bits in the input, or

O(lg2 n)

. In most cases forcryptographic applications we are talking about

n ≈ 2768

or larger. Hence, this isan enormous difference; for such n,

TNFS 2768( ) ≈ e1.9 768( )1/3 lg768( )2/3

( ) = e1.9⋅9.16⋅2.02 ≈ 1015

but

TMul 2768( ) = 768( )2 ≈ 105

;one direction is over ten billion times faster than the other.The RSA algorithm takes advantage of this disparity in the problem toallow a new wrinkle to encryption, the public key/private key system, whichallows secure communication between users with no prearranged code.Specifically, it creates two keys S and P for each user, which have thefollowing property:P(S(M)) = S(P(M)) = M for any message MRSA does this in the following manner. Users A and B generate their keysas follows:1. Create p and q, which are large primes2. Calculate n=pq3. Choose e=some small odd integer that is relatively prime to f(n),where f(n) is Euler’s phi function, which in this case can be shown to bef(n) = (p-1)(q-1)4. Calculate d such that ed=1 modulo (p-1)(q-1), i.e., d is themultiplicative inverse of e modulo f(n)The two keys are then the pairs P = (e, n) and S = (d, n), and theoperations performed on messages are

P(M) = Mb modn

,

S(M) = Ma modn

To encode a message to B, A encodes it using B’s public key, and sends theresultant message to B, who can then encode it with his secret key to retrievethe original message.Analyzing the running time of this algorithm is somewhat problematic,and is rooted deeply in number theory. A full explanation is beyond the scopeof this paper, but a brief discussion follows. Creating p and q is the firsthurdle; as we have shown, testing for primality is difficult. The usual methodis to randomly test numbers in the general area desired such that n is the sizethe user desires, and pull out two primes of approximately, but not exactly,the same size. The probability of choosing a prime randomly is approximatelythe density of primes near that number; this probability can be doubled byignoring even numbers:

Pprime(n) = 2⋅π n( )n ≈ 2lnn

If a prime is not found, another nearby random number is chosen (withreplacement; the odds of choosing the same number are so small that it is notworth the storage requirements to keep track of what has been tested) until aprime is found. The average number of iterations the algorithm must berepeated before found by a simple counting summation:

E(k) =1+ ii=0∞∑ P(n,i) =1+ ii=0∞∑ P n( ) 1- P n( )( )i = P(n) 1- P n( )( )1- 1- P n( )( )( )2

E(k) = 2lnn 1- 2lnn � � 1- 1- 2lnn � � � �2 = 2lnn 1- 2lnn� �2lnn� �2 = lnn2 - 1

For example, let

n ≈ 2384; lnn ≈ 265

; then

E(k) = 2652 - 1=131

iterationsThis makes the running time for step 1 of key generation using theNumber Field Sieve roughly:

TS1 = O ln p ( )⋅ec lg p( )1/3 lglg p( )2/3 ( )

As mentioned above, the multiplication n=pq takes

O lg_2 p

( ) = O 12 lgn( )_2

( ) = O lg_2 n( )

, assuming p»q; hence steps 2-4 take

O(lg2 n)

.Obviously, step one dominates the running time.Now let us examine the running time for the actual encryption anddecryption. Since encryption and decryption use identical algorithms, we onlyneed to examine one. Encryption occurs by exponentiating, modulo n, themessage by d. Hence we need to examine algorithms for modularexponentiation. The most straightforward of these involves repeatedlysquaring and multiplying the original number according to the bit pattern ofthe power. This algorithm is in

O lg2 nlgk ( )

, where n is the input and k is thepower.Obviously, encrypting an entire message through one exponentiationwould be unrealistic; then n would be enormous, and the running time ofthe encryption algorithm would be huge. For this reason implementations ofthe RSA algorithm usually break the message into smaller blocks, and thenappend them together into the actual encrypted message, but this block sizemust not be too small, or probabilistic techniques could be used to extract themapping between input and output.It is important to remember that these are theoretical results. In practice,there are many tricks to reducing the number of steps for each part of thisalgorithm. For example, in general d is chosen carefully to make encryptionfaster than decryption, simply because for binary computers exponentiation bycertain powers is easier than others. Furthermore, more complicatedtechniques for multiplication can reduce the running time drastically at largekey sizes.DES and Triple-DESBefore there was RSA, there was DES. This is the Data EncryptionStandard of the US Government, though it is about to be superseded by AES,the Advanced Encryption Standard. The form of AES has not yet been decidedupon, however, so this paper will stick to analysis of DES. Besides, Schneier etal. have already written a nice analysis of the running times of all the AEScandidates (see the references section). The Standard is based around DEA, the

Data Encryption Algorithm, which uses a 56-bit key in a 16-round Feistelcypher to encode data.DEA works by breaking the message into blocks. Each block is then split inhalf. Half the block is transformed using a subset of the key; the other half ofthe block is XORed with the transformed half. The two halves are thenswapped, and the process is repeated 15 more times, but with no swap on thelast round. The resultant block is added to the encrypted message, and ischained into the encryption of the next block. Decryption follows the samesteps, but the subkeys are enumerated in reverse order, and decryption startsat the end of the message and works backwards.Assuming the transform takes time

O(lg2 n)

, similar to multiplication, thisalgorithm takes

O(lg2 n)

total time; the XORing and concatenation steps aredominated by the transform. For this reason, DES is much faster than RSA.Depending on the hardware configuration and optimization of thealgorithms, DEA tends to be 100 to 10000 times faster than RSA. But DEA doesnot have the advantage of arbitrary secure communication that RSA does.Hence, it is common practice to use RSA to exchange a secret key code for asubsequent communication using DES, or some other fast algorithm. Thecommunique containing the secret key to be used is sometimes called a digitalenvelope.As DES is actually a rather old standard, it has fallen to attacks frompowerful hardware in recent years. With only 256 possible keys, exhaustivesearch is a realistic option on a network of powerful machines. Recently theRSA Labs DES Challenge reported breaking DES-56 in 56 hours on a specially-built machine. Hence, it has become customary to increase security byencrypting the message multiple times with the DES algorithm. The mosteffective method for this consists of first encrypting the message with one key,then decrypting the resultant method with another key, and finallyencrypting that result with a third key. This is provably harder to break thanmerely encrypting the message with one key, or with other variants on theencrypt/decrypt sequence. It increases the brute-force cost of breaking themessage to at most 2168, although because of interactions between keys thecost is somewhat reduced. This is much harder to achieve; on that same boxmentioned, it would take 1035 hours, or about 1031 years, to crack.

There are many algorithms based on Feistel cyphers; in fact, the entireclass of algorithms is sometimes referred to as DES-like algorithms. Blowfishand IDEA are two such cyphers. As the analysis of the running time of thesealgorithms tends to be similar to DES, they will not be expanded upon here.Some of these are quite simple; it is worth noting that RC4, a symmetricstream cypher, can be simply expressed as:#!/usr/local/bin/perl -0777-- -export-a-crypto-system-sig -RC4-3-lines-PERL@k=unpack(’C*’,pack(’H*’,shift));for(@t=@s=0..255){$y=($k[$_%@k]+$s[$x=$_]+$y)%256;&S}$x=$y=0;for(unpack(’C*’,<>)){$x++;$y=($s[$x%=256]+$y)%256;&S;print pack(C,$_^=$s[($s[$x]+$s[$y])%256])}subS{@s[$x,$y]=@s[$y,$x]}Note that possession of this algorithm or a reproduction of such by a non-US citizen is prohibited under US law, as is the export of the algorithm;hence, this paper is now a munition, and as such must not be exported fromthe US or used by non-citizens. A tattoo of this algorithm in machine-readable bar code recently caused quite a stir in the government. Similar trickscan be played with the other cryptographic algorithms; for example, a simpleworking implementation of the RSA algorithm can be expressed in only twolines of Perl:#!/usr/local/bin/perl -RSA-2-lines-PERLprint pack"C*",split/\D+/,‘echo"16iII*o\U@{$/=$z;[(pop,pop,unpack"H*",<>)]}\EsMsKsN0[lN*1lK[d2%Sa2/d0<X+d*lMLa^*lN%0]dsXx++lMlN/dsM0<J]dsJxp"|dc‘Unfortunately, this version does not do key generation, and so cannot beconsidered a complete implementation of RSA.AuthenticationEncryption is not the only application for cryptography. Often, what isrequired is not the obfuscation of information to prevent eavesdropping, butpreventing undetectable alteration of that information, and the positive

identification of the sender. The two applications turn out to be closelyrelated. Signing a message is useless if the message can be altered withoutdetection; similarly, knowing that a message is in its original form is lessuseful if you don’t care who sent it, since then another user could justfabricate a similar message and pass it off as the original. Hence the two areusually rolled into one application, authentication. Authentication can beachieved through permutations of the techniques described thus far, orthrough new algorithms. Both methods of achieving this will be examined inthis section of the paper.The basic idea behind authentication is to create some sort of summary ofthe message, which then can be encrypted by the sender. Any interestedrecipient can then generate their own summary of the message, decrypt thesummary in the message, and compare the two. If they match, both thecontent of the message and the identity of the sender are verified, as long it isunlikely that decrypting the encoded digest with a different key than it wasencoded with would produce the correct digest for a message.It is perhaps easiest to see how to use RSA for this purpose; then anyonecan decode the digest using the user’s public key. However, it is not clear whatthe digest function should be. At its base, the digest algorithm is a sort ofhashing algorithm; it takes a large number of possible inputs, and produces areproducible but smaller number for each. The trick is creating a digestalgorithm that it is difficult to predict the output of; otherwise, it would beeasily defeated. As a trivial example, imagine using simply a parity algorithmas the digest function. While simple to compute, and nice and small, it issimplistic to spoof; almost any message can be altered to change its parity tothe one indicated in the digest. Likewise, it should be impossible to computeany information about the message given just the digest; such a hash is calleda one-way hash.There are many methods used currently to perform authentication. Herewe will examine one of the most popular, MD5. This stands for MessageDigest 5, and is a variant on earlier digest algorithms MD2 and the failedMD4. MD5 takes an input of arbitrary length and returns a 128-bit digest,sometimes called a fingerprint, of that input. To do this, MD5 performs thefollowing steps:

1. Pad message to length 512x+448 bits, adding at least 1 bit2. Append the original length of the message in bits as a 64-bit number3. Initialize 4 32-bit registers ABCD to a fixed value (0x01 23 45 67 ... EF FE ..01)4. Process the message in 16-word (512-bit) blocks. The exact steps takenhere is somewhat extended; for our analysis it is sufficient to summarize, andsay that there are 4 rounds of 16 transforms, with each transform of the form:a = b + ((a + F(b,c,d) + X[k] + T[i]) <<< s)where a, b, c, d are each one of the registers A, B, C, D; X[] and T[] areprecomputed tables; i, k, s are integers; and F(b,c,d) is a binary function ofthree inputs.This step can be seen to be in

O lgn( )

, as addition and F() are both in

O lgn( )

,and all other operations are

O 1( )

. But n here is the size of the registers ABCD,in this case, 32 bits. Hence the entire step is independent of the input size, andis

O 1( )

5. The digest consists of the final values of A, B, C, D.Given an input m of size (lg m) bits, the running time is simply

O lgm ( )

.Obviously, using big-O notation is taking away half the story; the refinementsto the various digest algorithms over the years have mostly involvedreducing the constant time per block. But it is obvious from this analysis thatcreating a digest for a message is much faster than encryption, even for arather long message.ConclusionsThe speed of modern computing is cryptography’s savior and its curse; thepower that allows strong cyphers also allows the breaking of these cyphers. Ingeneral, however, it seems that the balance has been restored betweencryptographers and cryptanalysists. Because of the availability of greatamounts of spare processor time via the Internet, small numbers of problemscan be solved relatively quickly. For older encryption algorithms and

methods, the favor lies with the crackers. But as problems can be madearbitrarily difficult, in general by picking large key sizes, the balance swingsback toward the encoders.As an example, the current RC5-64 cracking effort, managed bydistributed.net, is attempting to crack a message encoded with RC5-64. RC5 isa secret-key encryption algorithm which is an extension of the RC2 created byRon Rivest. It allows a variable key size; here, the key size is 64 bits. At thetime this was written, well over 30,000 machines around the world weredevoting at least part of their processor time to a brute-force search of thekeyspace. The current sustained rate of key-checking hovers around 45 billionkeys per second. However, even at this rate the search space is barelybreached, despite the fact that the problem has been worked on for over ayear. At the current rate the search space should be exhausted in about 5000days; however, if the rate of growth of speed is maintained, a solution shouldbe arrived at much faster than 16 years from now. Nonetheless, it is asobering thought that a simple increase of a bit or two in the key size wouldeffectively put the problem completely out of the reach of brute forcealgorithms on current hardware.A much more serious threat to cryptographic security is the possibleadvent of quantum computers. If theory can be turned into practice, thesemachines should be able to perform operations that currently requireenormous iteration in a single step. Provided the system is set up correctly, aquantum computer should be able to merely collapse from a multi-statedistribution of all possible inputs to the single correct output state in lineartime. This would reduce most of the algorithms discussed above topolynomial time, and truly threaten the security of all the algorithmsdiscussed. However, these computers are currently highly theoretical, due tothe intractable nature of some of the equations that must be solved tounderstand how to construct such a computer. While a full discussion ofquantum computers is off topic, I feel my Physics blood calling to me, and so Imight end up writing such a paper later.

ReferencesCormen, T., Leiserson, C., Rivest, R.

Introduction To Algorithms, MIT Press,1990Kaliski, B. RFC 1319, "The MD2 Message-Digest Algorithm"http://sunsite.doc.ic.ac.uk/computing/internet/rfc/rfc1319.txtSchneier, B., Kelsey, J., Whiting, D., Wagner, D., Hall, C., Ferguson, N."Performance Comparisons of the AES Submissions". Available fromhttp://www.counterpane.com/AES-performance.htmlRivest, R. RFC 1320, "The MD4 Message-Digest Algorithm"http://sunsite.doc.ic.ac.uk/computing/internet/rfc/rfc1320.txtRivest, R. RFC 1321, "The MD5 Message-Digest Algorithm"http://sunsite.doc.ic.ac.uk/computing/internet/rfc/rfc1321.txtRSA Laboratories FAQ 4.0; available fromhttp://www.rsa.com/rsalabs/faq/Weisstien, E., ed.

The CRC Concise Encyclopedia of Mathematics, CRC Press,1998 Portions of this reference are available from http://www.astro.virginia.edu/~eww6n/math/math0.htmlInformation on the RSA Labs DES II Challenge cracking effort is availablefromhttp://www.rsa.com/rsalabs/des2/Information on distributed.net’s effort to meet the DES II Challenge isavailable fromhttp://www.distributed.net/rc5/Ron Rivest has collected just about all the resources available on the WWWfor cryptography on his homepage:http://theory.lcs.mit.edu/~rivest/crypto-security.htmlIf you need to prove to yourself that testing the primality of large numbers ishard, the two most recently-discovered Mersenne primes are available forchecking from http://www.mersenne.org/files/prime.txt and http://www.mersenne.org/files/prime2.txt